








How Blackhat SEO Became Big
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Figure 11. Number of Google hits for “twitter worm”

The number of successful blackhat SEO attacks steadily increased after April 2009. This
was mostly due to the use of timely keywords, unwittingly aided by Google’s Hot Trends.

Click to go back to the blackhat SEO
development time line
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GOOGLE LAUNCHED REAL-TIME SEARCH
(DECEMBER 2009)

One of Google’s best-kept secrets is PageRank, a simple idea that shows that the more
sites link to a site makes that site more relevant and allows it to rise in terms of page
ranking. To rank pages, however, Google must first crawl and index a website. This site
should have linked sites in order to get a high page ranking.

While PageRank ensures relevance, however, it fails to cover newly published content
a user may be looking for simply because there are very few sites linking to the
new content.

Then came Twitter and Facebook. Although these are already the top microblogging and
social networking sites, these still pose real threats to Google through the sheer amount
of searchable real-time information their users share.

The plane crash over the Hudson River in January 2009 highlights Twitter’s dominance
in providing information on breaking news. The first Tweet reporting the plane crash
appeared 15 minutes before any news site reported the event. Google’s Hot Trends took
more than an hour to show keywords related to the said crash.

This is exactly the type of instance Google wants to address with the release of Real-
Time Search. By including Twitter, Facebook, blogs, and other user-generated feeds in
search results and by modifying PageRank to become less restrictive, Google aims to
provide fresh content with regard to breaking news or trending topics, in particular.

However, as shown in Figure 1 earlier, the
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Figure 12. Trending topics on Real-Time
Search that were used in blackhat
SEO attacks

Click to go back to the blackhat SEO
development time line
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http://www.prchecker.info/check_page_rank.php
http://www.telegraph.co.uk/technology/twitter/4269765/New-York-plane-crash-Twitter-breaks-the-news-again.html
http://googleblog.blogspot.com/2009/12/relevance-meets-real-time-web.html
http://googleblog.blogspot.com/2009/12/relevance-meets-real-time-web.html
http://blog.trendmicro.com/news-on-brittany-murphy%E2%80%99s-death-lead-to-fakeav/
http://blog.trendmicro.com/haiti-earthquake-unearths-malware-3/
http://blog.trendmicro.com/chile-earthquake-used-for-blackhat-seo-and-fakeav/
http://blog.trendmicro.com/fakeav-gets-first-dibs-in-profits-from-apple-ipad/
http://blog.trendmicro.com/fakeav-gets-first-dibs-in-profits-from-apple-ipad/
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LOOKING INTO THE FUTURE: THE REAL-TIME WEB

Conducting searches is one of the top
activities people do online, allowing it to
become the main traffic driver to sites for
years now. Blackhat SEO is, however,
just one of the means by which
cybercriminals use online searches to drive
traffic to their malicious sites.

As early as last year, social networking has
been posing a threat to conducting online
searches in terms of becoming the fastest-
growing online activity.

In a more recently released Nielsen study, however, social networking has become the
top-ranking online activity, ushering in the era of “the real-time Web.”

The real-time Web is a catchphrase that depicts the Twitter and Facebook phenomenon
that made streams of user information available to others in real-time. These information
streams have been pegged as a next-generation gold mine that can possibly give rise to
the “next Google.”

The type of information users share on the real-time Web is personal and unique. Links
leading to blogs, news articles, pictures, and videos are usually shared on a user’s social
network, which effectively serves as an endorsement of the content created by a friend or
contact, which Facebook’s “Like” function, for instance, further enforces.

Malware such as KOOBFACE variants have effectively been using this “endorsement
model” to infect thousands of systems. Lately, survey spam that trick users into
performing a series of steps designed to make them “Like” the spam page have been
littering Facebook.

In the very near future, we can expect cybercriminals to fully utilize the real-time Web as
a traffic driver to their nefarious sites. This will be very similar to how blackhat SEO is
currently being used to drive traffic to FAKEAV pages.



http://blog.nielsen.com/nielsenwire/wp-content/uploads/2009/03/nielsen_globalfaces_mar09.pdf
http://en-us.nielsen.com/content/dam/nielsen/en_us/documents/pdf/Press%20Releases/2009/March/Nielsen_Social_Networking_Final.pdf
http://blog.nielsen.com/nielsenwire/online_mobile/what-americans-do-online-social-media-and-games-dominate-activity/
http://www.businessweek.com/magazine/content/09_33/b4143046834887.htm
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CONCLUSION

The emergence of blackhat SEO as a preferred method to distribute malware
demonstrates the complex interaction between online services, user behaviors, and
cybercriminals’ opportunistic nature.

This research paper presented how blackhat SEO evolved from its static HTML hit-or-
miss days into using dynamic toolkits. These toolkits enable malicious sites to constantly
get high page ranking.
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In the end, blackhat SEO is just a means by which cybercriminals drive traffic to their
malicious sites. The emergence of the real-time Web may, therefore, give cybercriminals
a new venue to promote their malicious pages.
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