
Dissecting the XWM Trojan Kit
A Peek at China’s Growing Underground Online Gaming Economy

11     RESEARCH PAPER  I  DISSECTING THE XWM TROJAN KIT: A PEEK AT CHINA’S UNDERGROUND ONLINE GAMING ECONOMY

Trojan distributors compromise legitimate sites by exploiting vulnerabilities and inserting 
the download URLs of Trojans into the said sites. They can also cut deals with the 
administrators of several small sites that offer free music, movie, and software files for 
download. These sites’ administrators will then insert the download URLs of Trojans into 
the sites they administer and entice users to click the malicious URLs. Trojan distributors 
then pay the site administrators for doing so. The Trojan distributors get paid based on 
how many accounts they were able to steal so they need to constantly log in to the visit 
history page to check how many accounts they have stolen so far.

Figure 9. Visit history page

The cybercriminal group behind the Trojan kit created a demo Web page that contains 
sample stolen information that can be obtained with the use of their tool to convince 
customers of the XWM KIt’s capabilities.

Figure 10. Sample stolen information on the demo Web page
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Most of the stolen information are sold in RMT platforms such as 5173.com 
and Taobao.com.

Figure 11. Sample stolen virtual asset information sold in 5173.com
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MORE ABOUT XWM

Without doubt, the cyebrcriminal group’s main purpose for creating the XWM Kit is to 
profit. They want to sell the kit to other cybercriminals, as evidenced by the registration 
window that appears when the XWM Kit is first opened. Users need to buy and input a 
registration code if they want to use the Trojan generator.

Figure 12. XWM Kit’s registration window

The XWM Kit’s perpetrators are also advertising the kit in a certain site. In the said ad, 
a Trojan generator can be bought for RMB 2,300. Each executable Trojan, on the other 
hand, is worth RMB 250. Users who buy the Trojan generator or at least one Trojan also 
get free anti-detection services for six months and hosting services for their back-end 
servers. The users, however, can also opt to host their back-end servers on their own.

Figure 13. XWM Kit ad
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CONCLUSION

This research paper introduced a popular online gaming Trojan kit known as the “XWM 
Kit.” The XWM Kit has two major components—a Trojan generator and a back-end server.

The XWM Kit is very easy to configure. All the cybercriminals have to do to create a Trojan 
is to enter the back-end server’s URL into the designated field in the Trojan generator. The 
Trojan that has been generated and distributed to user systems can then start sending 
stolen information to the back-end server based on the URL the cybercriminals indicated.

The accompanying back-end server is also very easy to use in that it organizes stolen 
information very well, allowing virtual asset stealing faster to perform.

The XWM Kit targets 21 popular online games played by millions of Internet users 
in China alone. The huge gaming population thus makes the Trojan kit a very likely 
candidate for favorite cybercriminal attack vector.
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As such, users, especially avid online gamers, are reminded to be extra cautious when 
responding to unexpected download prompts. We strongly advise them not to download 
suspicious-looking files nor click dubious-looking links.

Users can also take advantage of Trend Micro products that leverage the Smart Protection 
Network™, as its file reputation technology detects and prevents the download of Trojans 
created using the XWM Kit. Smart Protection Network’s Web reputation technology also 
blocks user access to all related malicious URLs.

http://us.trendmicro.com/us/trendwatch/core-technologies/smart-protection-network/
http://us.trendmicro.com/us/trendwatch/core-technologies/smart-protection-network/
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