

















Discerning Relationships

The Mexican Botnet Connection

CONCLUSION

This research paper covers four botnets that have one thing in common—all of them have
been coded by the same person or group of people using the Botnet PHP toolkit. It provided
insights on the Tequila, Mariachi, Alebrije, and Mehika Twitter botnets and allowed us to
see what happened after two of the said botnets have been taken down. It also showed the
relationship among the botnets and how these have evolved over time, what direction the
bad guys behind them intend to take, and what new capabilities and attack vectors they plan
to use.
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Over time, we saw that the security flaws in the first version have been corrected in
subsequent versions. We also saw how the cybercriminals behind the Botnet PHP family
made constant changes to their creations in a bid to prefect them. For instance, they
put in personal information such as the programmer’s name, email address, and phone
number in the Tequila botnets’ C&C server. In the Mariachi botnet’s case, they reduced
the amount of information they revealed in the C&C server, as only the programmer’s
name was made available. In the Alebrije botnet’s case, all personal information has
been removed from the C&C server. The Mehika Twitter botnet’s case is entirely different,
however, as it does not have a C&C server. All of the information we collected were
instead hard-coded into the binary file that can be linked to the same people behind the
three aforementioned botnets.

The Tequila and Mariachi botnets were created by the same programmer, as evidenced
by the contact details their C&C servers revealed, most probably in a bid to gain notoriety.
When they built the Alebrije and Mehika Twitter botnets, however, they were no longer
thinking about gaining popularity, instead they will try to sell the kits and/or source codes,
hence revealing very little about themselves, in a bid to evade the prying eyes of security
researchers and the authorities.
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account it used to send out commands is
inactive and the URLs passed on to the [
bots either did not exist or were invalid et i e
Internet addresses. This, however, only
indicates that the authors are changing
their approach to victimize more users
and are trying out various ways to
disseminate malware and to pawn
stolen data.
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In the near future, we can expect more from the creators of the Botnet PHP toolkit, as
there is absolutely no reason for them to stop at just creating the four aforementioned
botnets. Their creation may just be the first few steps toward more complicated malicious
schemes targeting users not only in Mexico but worldwide. As past experience with other
well-known botnets such as ZeuS and KOOBFACE tells us, the minds behind the Botnet
PHP toolkit will continue to modify and improve their creation to make the most money
off it.

Meanwhile, we at Trend Micro will continue to monitor the activities of the criminals
behind the Botnet PHP toolkit, as there is no telling how many other botnets have already
been built or can be crafted with its help. Knowing that cybercriminals will stop at nothing
to profit from their malicious schemes, we will not stop at just taking down botnets as
well. We will also make sure that dead botnets will not be resurrected and that new ones
will be created in their stead.

To mitigate the security risks these threats pose, |IT administrators should keep the
following best practices in mind:

* Keep security solutions updated at all times.

» Constantly monitor a network’s firewall and HTTP proxy logs, paying particular
attention to Web traffic.

* Ensure the rules that can detect and prevent malware communication are embedded
in a network’s intrusion prevention and intrusion detection systems.

Users, on the other hand, can stay protected by staying informed of the latest threats
that can harm their systems. They are also advised to be wary of opening spammed
messages that entice them to click suspicious-looking links and to download files off
these sites.

Finally, users will also benefit from using a security solution that is powered by an
infrastructure such as Trend Micro™ Smart Protection Network™, which delivers
advanced protection from the cloud to block threats in real-time. Smart Protection
Network is a global network of threat intelligence sensors that correlates with email,
Web, and file reputation technologies 24 x 7 to provide comprehensive protection against
threats.
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http://us.trendmicro.com/imperia/md/content/us/trendwatch/researchandanalysis/zeusapersistentcriminalenterprise.pdf
http://us.trendmicro.com/imperia/md/content/us/trendwatch/researchandanalysis/web_2_0_botnet_evolution_-_koobface_revisited__may_2010_.pdf
http://us.trendmicro.com/us/trendwatch/core-technologies/smart-protection-network/
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